Over Parish Council Information Technology and Cyber Security Policy. 
1. Purpose
This policy sets out how Over Parish Council will manage information technology systems and electronic information to protect council data, reduce cyber security risks, and ensure compliance with legal obligations including UK GDPR and the Data Protection Act 2018.
The Council recognises that cyber security forms part of its overall governance and risk management arrangements.

2. Scope
This policy applies to:
· Parish councillors 
· Employees 
· Contractors handling council information 
· Any devices or systems used for council business 

3. Council Email Accounts
Council business should be conducted using council-issued email accounts.
Councillors and staff must:
· Use council email addresses for council business where provided 
· Not forward council information to personal email accounts unless necessary and authorised 
· Keep passwords secure 
· Report suspected unauthorised access immediately 

4. Password Security
Users must:
· Use strong passwords 
· Avoid sharing passwords 
· Change passwords if compromise is suspected 
· Enable Multi-Factor Authentication (MFA) where available 
Passwords must not be written down in insecure locations.

5. Devices and Software
Where personal devices are used for council business, users must ensure:
· Devices are password protected 
· Software and operating systems are kept updated 
· Antivirus protection is maintained where appropriate 
· Devices are locked when unattended 
Council information should only be stored where appropriate security arrangements are in place.

6. Data Storage and Backups
Council records should be stored securely.
The Council will:
· Use secure cloud or approved storage arrangements 
· Ensure important records are backed up 
· Maintain appropriate retention arrangements in accordance with council policies 

7. Phishing and Cyber Threats
Users must remain alert to:
· Suspicious emails 
· Unexpected attachments 
· Requests for passwords or financial information 
· Fraudulent payment requests 
Suspected cyber incidents must be reported to the Clerk immediately.

8. Website and Online Services
The Council maintains secure arrangements for its website and digital services.
Appropriate access controls will be applied to website administration accounts.
The Council will maintain its gov.uk domain arrangements and seek to ensure software updates are applied where applicable.

9. Data Protection
All personal information must be handled in accordance with:
· UK GDPR 
· Data Protection Act 2018 
· Council Data Protection policies 
Personal information should only be accessed where required for council duties.

10. Cyber Incidents
Any suspected cyber incident, data breach, or unauthorised access must be reported to the Clerk immediately.
The Clerk will determine whether further action is required, including reporting to the relevant authorities where appropriate.

11. Training and Awareness
The Council will seek to ensure councillors and staff receive appropriate awareness and guidance regarding cyber security risks.

12. Review
This policy will be reviewed annually or sooner where legislation, guidance, or council arrangements change.
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