Over Parish Council
Councillor IT and Cyber Security Acknowledgement Form

Personal Devices Used for Council Business
This acknowledgement relates to Sections 4 and 5 of the Council's Information Technology and Cyber Security Policy.

This form is intended to confirm that councillors have read and understood the Council's expectations when using personal devices for Council business. It is an acknowledgement of responsibilities rather than a declaration of perfect compliance.
Password Security
I understand that, where I use a personal device for Council business, I am expected to:
Use strong, unique passwords.
Keep passwords secure and not share them with others.
Change passwords immediately if I believe they have been compromised.
Enable Multi-Factor Authentication (MFA) where available for Council systems or accounts.
Device Security
I understand that, where I use a personal device for Council business, I am responsible for taking reasonable steps to keep that device secure. This includes, where appropriate:
Protecting the device with a password, PIN, fingerprint or facial recognition.
Keeping the operating system and installed software up to date.
Using appropriate antivirus or endpoint security software where suitable for the type of device.
Locking the device when left unattended.
Taking reasonable steps to protect any Council information stored or accessed on the device.
Reporting
I understand that I should report any suspected loss, theft, unauthorised access, cyber incident or data breach relating to Council information to the Clerk as soon as reasonably practicable.
Declaration
I confirm that I have read and understood Sections 4 and 5 of the Council's Information Technology and Cyber Security Policy.

Where I use a personal device for Council business, I understand my responsibilities for keeping that device and Council information secure. I agree to take reasonable steps to comply with the policy and to notify the Clerk if I become aware that I am unable to comply with any of the requirements or if I become aware of any cyber security incident or suspected data breach.

Self-Assessment (optional)
	☐
	I believe I currently meet these requirements.

	☐
	I am aware of one or more areas where my device security could be improved and will take reasonable steps to address these.



Councillor Name: ______________________________
Signature: ____________________________________
Date: _________________________________________

This acknowledgement should be signed by all councillors who use personal devices for Council business and retained by the Clerk with the Council's policy records.
